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St. George’s C of E 
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E- Safety Policy 
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MISSION STATEMENT  

We are a Church of England School with a strong Christian ethos. We do not discriminate between 
children and treat them all as individuals. We offer a wide range of exciting and educational 
opportunities to enhance skills, talents, and creativity. The school community appreciates and accepts 
others and celebrates the achievements of all.  

AIMS OF THE SCHOOL  

At St. George’s C of E Academy Newtown, we want ALL our children to: 

• Have an enthusiasm and thirst for learning 

• Have confidence to be themselves and consistently aim high to challenge their potential. 

• Have an awareness for the world beyond their own – have respect and understanding of 
others with circumstances different to their own. 

• Explore all opportunities provided to discover their talents and abilities. 

• To be kind and respectful members of their community. 

• Have embedded morals. 

• Have fun, good memories of their school life. 

• Be inspirational role models. 

Equal Opportunities 
At St. George’s C of E primary academy Newtown, we will continuously strive to ensure that 
everyone in our school is treated with respect and dignity. Each person in our school will be given 
fair and equal opportunity to develop their full potential 
with positive regard to gender, ethnicity, cultural and religious background, sexuality, or disability. 
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Safeguarding Statement 
St. George’s C of E primary academy Newtown is committed to safeguarding and promoting the 
welfare of children and young people and expects all staff to share this commitment.  
This policy and related documents always apply to fixed and mobile technologies owned and 
supplied by the school and to personal devices owned by adults and young people while on the 
school premises. 

     Related Documents: 
Behaviour Policy 
Anti-bullying Policy 
Safeguarding Policy (local Safeguarding Board)  
Procedure Publicising e-Safety 
Effective communication across the school community is key to achieving the school vision for 
safe and responsible citizens.  
 
To achieve this, we will: 
 Make this policy, and related documents, available on the school website at: 
https://www.stgnewtown.bham.sch.uk/statutory-information/policies 
Introduce this policy, and related documents, to all stakeholders at appropriate times. This will be 
at least once a year or whenever it is updated 

• Post relevant e-Safety information in all areas where computers are used 

• Provide e-Safety information at parents’ meetings and through the school newsletter  
 

Roles and Responsibilities 
The Head and Governors have ultimate responsibility for establishing safe practice and managing 
e-Safety issues at our school. The role of e-Safety co-ordinator has been allocated to the Deputy 
Head Teacher Mr Daniel Jamieson. They are the central point of contact for all e-Safety issues and 
will be responsible for day-to-day management. 
All members of the school community have certain core responsibilities within and outside the 
school environment. 
They should: 

• Use technology responsibly 

• Accept responsibility for their use of technology 

• Model best practice when using technology 

• Report any incidents to the e-Safety coordinator using the school procedures 

• Understand that network activity and online communications are monitored, including any 
personal and private communications made via the school network. 

• Be aware that in certain circumstances where unacceptable use is suspected, enhanced 
monitoring and procedures may come into action 

 
Physical Environment / Security 

• The school endeavours to provide a safe environment for the whole community and we 
review both physical and network security regularly and monitor who has access to the 
system consulting with the Local Authority and BDMAT where appropriate. 

• Anti-virus software is installed on all computers and updated regularly. 

• Central filtering is provided and managed by BDMAT.  



 Ratified 0ctober 2023  
To be reviewed September 2025 

 

• All staff and students understand that if an inappropriate site is discovered it must be 
reported to the e-Safety co-ordinator who will report it to the BDMAT Service desk to be 
blocked.  

• All incidents will be recorded in the e-Safety log for audit purposes. 

• Requests for changes to the filtering will be directed to the e-Safety co-ordinator in the 
first instance who will forward these on to BDMAT or liaise with the Head as appropriate. 
Change requests will be recorded in the BDMAT ICT service log for audit purposes 

• The school uses Policy Central Enterprise on all school owned equipment to ensure 
compliance with the Acceptable Use Policies. 

• Staff use is monitored by Mrs. L. Francis (Head teacher) 

• Pupils use is monitored by (ICT Technician team centrally located at BDMAT) 

• All staff are issued with their own username and password for network access. Visitors / 
Supply staff are issued with temporary ID's. 

• Key stage one pupils have their own username and password for their network access. 

• Key stage two pupils have their own username and password and understand that this 
must not be shared  

 
Mobile / emerging technologies 

• Teaching staff at the school are provided with a laptop for educational use and their own 
professional development. All staff understand that the Acceptable Use Policies always 
apply to this equipment. 

• To ensure the security of the school systems, personal equipment is currently not 
permitted to be connected to the school network. 

• Staff understand that they should use their own mobile phones sensibly and in line with 
school policy. 

• Pupils understand that their mobile phones must be turned off during directed time and 
used in line with school policies at all other times. 

• The Educations and Inspections Act 2006 grants the Head the legal power to confiscate 
mobile devices where there is reasonable suspicion of misuse, and the Head will exercise 
this right at their discretion. 

• Pictures / videos of staff and pupils should not be taken on personal devices. 

• New technologies are evaluated, and risk assessed for their educational benefits before 
they are introduced to the school community. 

E-mail 

• The school e-mail system is provided, filtered and monitored by BDMAT in accordance 
with GDPR regulations. 

• All staff are given a school e-mail address and understand that this must be used for all 
professional communication. 

• Everyone in the school community understands that the e-mail system is monitored and 
should not be considered private communication. 

• Staff are allowed to access personal e-mail accounts on the school system outside directed 
time and understand that any messages sent using the school equipment should be in line 
with the e-mail policy. In addition, they also understand that these messages will be 
scanned by the monitoring software 

• Everyone in the school community understands that any inappropriate e-mails must be 
reported to the class teacher / e-Safety co-ordinator as soon as possible. 

Published content 
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• The Head takes responsibility for content published to the school web site. 

• The school will hold the copyright for any material published on the school web site or will 
obtain permission from the copyright holder prior to publishing with appropriate 
attribution. 

• The school encourages the use of e-mail to contact the school via the school office / 
generic e-mail addresses. 

• The school does not publish any contact details for the pupils. 
 
Digital Media 

• We respect the privacy of the school community and will obtain written permission from 
staff, parents, carers or pupils before any images or video are published or distributed 
outside the school. 

• Photographs will be published in line with BDMAT guidance and not identify any individual 
pupil without consent from their parent/guardian. 

• Students' full names will not be published outside the school environment. 

• Written permission will be obtained from parents or carers prior to pupils taking part in 
external video conferencing. 

• Students understand that they must have their teacher’s permission to make or answer a 
video conference call. 

• Supervision of video conferencing will be appropriate to the age of the pupils. 
 

Social Networking and online communication 
The school does not allow the use of social networking online communication and currently does 
not allow access to any social networking sites. 
 
Guidance is provided to the school community on how to use these sites safely and appropriately.  
This includes: 

• not publishing personal information 

• not publishing information relating to the school community 

• how to set appropriate privacy settings 

• how to report issues or inappropriate content 
Unmoderated chat sites present an unacceptable level of risk and are blocked in school.  
Pupils are given age-appropriate advice and guidance around the use of such sites. 
Staff are made aware that publishing content in any form that brings the school in to disrepute is a 
disciplinary offence.  
This includes digitally publishing on social networking sites such as Facebook. 
 
Educational Use 
School staff model appropriate use of school resources including the internet. 
 All activities using the internet, including homework and independent research topics, will be 
tested first to minimise the risk of exposure to inappropriate material. 
Where appropriate, links to specific web sites will be provided instead of open searching for 
information. 
 Students will be taught how to conduct safe searches of the internet and this information will be 
made available to parents and carers. 
Teachers will be responsible for their own classroom management when using ICT equipment and 
will remind pupils of the Acceptable Use Polices before any activity. 
 Staff and students will be expected to reference all third -party resources that are used. 
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Early Years Photos and videos will be taken to provide evidence towards assessing progress 
towards the EYFS Curriculum All parents of children in Reception Class will be required to sign a 
permission form at the start of the year to 
give permission for their child’s achievement to be recorded in this way. 

      Information from these records will be shared with the EYFS staff, curriculum        leaders and the 
Leadership Team, so as to ensure accurate judgements for each child and for moderation purposes. 

Personal phones, cameras, video recorders should not be used in any circumstance. 
 
Data Security / Data Protection 
Personal data will be recorded, processed, transferred, and made available in line with the Data 
Protection Act 1998 
Data is stored on the school systems and transferred in accordance with the BDMAT Data Security 
Guidelines 
 
Wider Community 
Third party users of school equipment will be advised of the policies, filtering and monitoring that 
is in place. They will be issued with appropriate usernames and password that will be recorded in 
the school office. 
 
 Monitoring arrangements 
The DSL logs behaviour and safeguarding issues related to online safety on cpoms. 
Monitoring and Filtering of all staff and pupils using the school’s Information Technology 
equipment will be carried out via SMOOTHWALL. The purpose of Smooth wall is to scans the copy, 
content and context of every page for unwanted material. It has 120 filtering categories which are 
used to tailor the web browsing experience students and staff to ensure that harmful content is 
out of reach. 
This policy will be reviewed every 2  year by the Headteacher. At every review, the policy will be 
shared with the local academy board. 
 
Links with other policies 
This online safety policy is linked to our: 
Child protection and safeguarding policy 
Behaviour policy 
Anti-bullying policy 
Fullness of life for all, through working together with the love of Christ. 
Staff disciplinary policy 
Data protection policy and privacy notices 
Complaints procedure 
ICT and internet acceptable use policy 
 
Responding to incidents 

• Inappropriate use of the school resources will be dealt with in line with other school 
policies e.g., Behaviour, Anti-Bullying and Child Protection Policy. 

• Any suspected illegal activity will be reported directly to the police. The BDMAT Service 
Desk will also be informed to ensure that the multi-academy trust can provide appropriate 
support for the school. 

• Third party complaints, or from parents concerning activity that occurs outside the normal 
school day, should be referred directly to the Head 
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• Breaches of this policy by staff will be investigated by the head teacher. Action will be 
taken under the school’s Disciplinary Policy where a breach of professional conduct is 
identified. Incidents will be fully investigated, and appropriate records made on personal 
files with the ultimate sanction of summary dismissal reserved for the most serious of 
cases involving gross misconduct.  

• All monitoring of staff use will be carried out by at least 2 senior members of staff. 

• Student policy breaches relating to online sexualised language, online communications 
which involve peer to peer abuse and sexual violence and harassment is unacceptable and 
appropriate sanctions in place in line with the school’s behaviour policy ·   

• The Jigsaw Relationships and Health Education policy specifically addresses online abuse, 
physical and emotional abuse. 

• There may be occasions when the police must be involved. 

• Serious breaches of this policy by students will be treated as any other serious breach of 
conduct in line with school Behaviour Policy. Referral to Heads of Phase may be 
appropriate at this level. Heads of Phase will also 

• deal with email alerts generated by PCE for students. For all serious breaches, the incident 
will be fully investigated, and appropriate records made on personal files with the ultimate 
sanction of exclusion reserved for the most serious of cases. 

• Minor student offenses, such as being off task visiting games or email websites will be 
handled by the teacher in situ by invoking the school behaviour policy. 

• The Educations and Inspections Act 2006 grants the Head the legal power to take action 
against incidents affecting the school that occur outside the normal school day and this 
right will be exercised where it is considered appropriate.  

 


